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A 
ccording to InfoWorld:

"The Web’s basic business model -- free content supported by advertising -- is badly broken"

"The Internet is at war with itself. An online arms race is pitting users against advertisers, publishers against the developers of ad and cookie blockers, and Apple against Google."

Source:  http://www.infoworld.com/article/3013565/web-browsers/advertisers-versus-ad-blockers-race-to-internet-armageddon.html
Certainly Google derives most of its revenue from selling advertising. In 2015, that revenue was $67.39 Billion (yes that’s Billion with a B), according to statista.com (http://www.statista.com/statistics/266249/advertising-revenue-of-google/). That’s about 90% of total revenue (http://www.investopedia.com/articles/investing/020515/business-google.asp). See also. http://www.statista.com/statistics/266471/distribution-of-googles-revenues-by-source/.

Not every company is doing as well as Google:

“. . . Yahoo, despite claiming more than 800 million active users, hasn’t been able to increase its ad revenue and may even be forced to sell off most of its assets.”

". . . it's no accident that even the most successful news operations, including the New York Times, charge for access to their content. They were forced to."

Source:  http://www.infoworld.com/article/3013565/web-browsers/advertisers-versus-ad-blockers-race-to-internet-armageddon.html
So you should not be surprised when you see ads, popup or otherwise, on any website to which you connect. Nor should you be surprised at the rapidly increasing “countermeasures” for those ads.

Internet ads are NOT just an annoyance. Those ads can contain some seriously malicious software, as the NY Times, BBC, NFL, etc. recently discovered:

“Major sites including New York Times and BBC hit by 'ransomware' malvertising” (https://www.theguardian.com/technology/2016/mar/16/major-sites-new-york-times-bbc-ransomware-malvertising - March 16th, 2016)

"The malware was delivered through multiple ad networks, and used a number of vulnerabilities, including a recently-patched flaw in Microsoft’s former Flash competitor Silverlight, which was discontinued in 2013."

Big-name sites hit by rash of malicious ads spreading crypto ransomware (http://arstechnica.com/security/2016/03/big-name-sites-hit-by-rash-of-malicious-ads-spreading-crypto-ransomware/ - March 16th, 2016)

Blocking internet ads has become a major industry. And note that this is a task that is separate from privacy issues and from making sure that you have up-to-date security software on your computer.

Mobile users, who have a data limit, can, according to https://en.wikipedia.org/wiki/Ad_blocking, can derive a financial benefit from ad blockers, since those ads consume data – especially when streaming audio and/or video

You can see why the use of these applications is growing rapidly. And the growth is, indeed, rapid:

"As of Q2 2015, 45 million Americans were using ad blockers. In a survey research study released Q2 2016, MetaFacts reported 72 million Americans, 12.8 million adults in the UK, and 13.2 million adults in France were using ad blockers on their PCs, Smartphones, or Tablets."

Source:  https://en.wikipedia.org/wiki/Ad_blocking
Most browsers today offer some sort of ad blocking/popup blocking, although their effectiveness varies. See https://en.wikipedia.org/wiki/List_of_pop-up_blocking_software for a list of browsers and browser add-ons that provide ad blocking/popup blocking.

However, beware. Not all ad blockers block all ads. For example:

"Adblock Plus—possibly the most popular ad blocker on the Internet—is a business. . . . Adblock Plus doesn’t block all ads, but rather operates what it calls an “acceptable ads” program, where ads that meet its criteria for things like placement, size, and distinction, are “whitelisted”—that is, if the company displaying the ads is willing to split the revenue gained by whitelisting with Adblock Plus. Companies can apply to have their sites whitelisted, but Adblock Plus has also reached out to some to solicit their business."

Source:  http://www.wired.com/2016/03/heres-how-that-adblocker-youre-using-makes-money/
There are effective ad blockers:

". . . there are the ad blockers that block, well, nearly every ad and tracker. Privacy Badger, for example, is a nonprofit blocker operated by the Electronic Frontier Foundation that detects and blocks what it calls “non-consensual tracking,” or ads and trackers that follow you around from site to site, serving you up, say, an ad about sneakers in a banner after you browse the Nike site. In effect, if you use Privacy Badger, it prevents your browser from loading anything from third-parties that you haven’t agreed to see. The EFF accepts donations (and coding help), but the site itself operates as a nonprofit."

Source:  http://www.wired.com/2016/03/heres-how-that-adblocker-youre-using-makes-money/
I use ad blockers because I find the ads a significant annoyance and also because of the potential security problems associated with the ads. I generally use the Firefox and Chrome browsers. I have the following add-ons installed1:

Firefox:
Disconnect (prevents tracking browsing/search history – see https://disconnect.me/ for more information)

HTTPS-Everywhere (from Wikipedia (https://en.wikipedia.org/wiki/HTTPS_Everywhere):  ". . . automatically makes websites use the more secure HTTPS connection instead of HTTP, if they support it.")

No Script (". . . allows JavaScript, Java, Flash and other plugins to be executed only by trusted web sites of your choice (e.g. your online bank - see https://noscript.net/ for more information.")

Privacy Badger (". . . blocks advertisements and tracking cookies that do not respect the Do Not Track setting in a user's web browser."  See https://en.wikipedia.org/wiki/Privacy_Badger for more information))

uBlock Origin (provides content-filtering and ad-blocking. See https://en.wikipedia.org/wiki/UBlock_Origin for more information)

Chrome:
Disconnect

HTTPS-Everywhere
Privacy Badger

uBlock Origin

When using these add-ons, it is important to remember TANSTAAFL:

There Ain’t No Such Thing As A Free Lunch
With browser add-ons installed, you may find that you cannot connect to a website of interest. Or, at least, nothing from the website will be displayed when you connect. If it is a website that you do, in fact, want to access, check the add-on settings/features for a temporary disable feature. Or, you may have to temporarily disable the add-on to view the website.

With an up-to-date operating system, up-to-date security software and browser ad blocker add-ons, there is a reasonable chance you will be able to keep your computer secure and free from malicious software.

However, you must still remember to backup at least your important data:  financial info, photos, music and any other documents.

1. Thanks to FRPCUG member Bert Broekstra for the research that led to the selection of these add-ons.
